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1.  Description  

 

A: Implementation 

In relation to the implementation phase, the following will be completed: 

• Software installation (SaaS service), 

• Confirmation of the successful installation of the respective modules and their connections, 

• Customization of the software based on PPC needs,  

B: Training 

The supplier will provide training to the users with relation the usage of the Audit Management System. After 

the end of the training, the users will be able to achieve the following: 

Training for users with privileged rights (super user): 

• Complete understanding of Audit Management System module functionalities, 

• Configuration of modules 

• Coordinate installation and upgrades and provision of first level user support 

• Communicate with the vendor helpdesk  

Training for end users: 

• Understand the suite components and how they interrelate with each other 

• Proficiency in using the software  

C: Maintenance 

The supplier will provide, on an annual basis, services for the maintenance, improvement, upgrade and 

provision of technical support for the suggested software. During the support period, the maintenance 

services will be comprised of: 

• Phone helpdesk, electronic or remote access support for the assistance of the company in the 

usage of the software. 

• Provision of upgrades and new versions of the software and the distributor will, frequently, provide 

and distribute versions of the software with additional charges. 
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2. Functional requirements 

The functionality requirements are described below: 

Setup/Methodology 

• The ability to capture properties for entities in an audit universe. For example: auditable vs. non-

auditable, documents for organization charts or risk commentary. 

• The changes in the Audit Universe are easy (without the need to develop code) and reflect with 

accuracy the current period. The changes in Audit Universe will not change nor they will affect the data in 

previous auditing periods, so it can be preserved in the system, the accurate image of the Audit Universe in 

previous periods after changes are made.  

• The ability to map/create multiple audits to one or more entities in the audit universe. 

• Ability to create multiple templates with different set of terminology and options for different types 

of audits or projects or teams.  

Risk Assessment 

• Procedure of risk recognition. 

• Shaping of the risk frame in relation to the company’s activities. 

• Shaping of the audit plan based on the estimation of risk of the administration. 

• Perform dynamic Risk Assessment and incorporate results based on eh outcome of the individual 

audits. 

• Reports are available to show trending of risk scores over time allowing users to understand how 

risks have changed. Trending should be possible at any frequency, for example monthly, quarterly or annual. 

• Entity risk assessment, rationale and supporting evidence documented during annual planning are 

available for the audit team in the audit file. 

 

Audit Execution 

• Provides the ability to schedule an audit project into phases. For example, the project could be 

divided into sections such as, Planning, Execution and Reporting. 

• Ability to create new audit programs, risks, controls, tests or testing workpapers to an audit file on 

an ad-hoc basis. 

• Integrated knowledgebase/library is available which allows users to add existing, best practice, audit 

programs, risks, controls, tests or testing workpapers to the audit 
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• Ability to add any type of document to the audit file and can be attached to any audit program, risk, 

control or test in the audit. 

• Solution offers integration with MS Word, MS Excel and PDF to allows auditors to create specific 

point-to-point hyperlinks with data such as tests and even between document or create findings or coaching 

notes directly in the document. 

• Ability to incorporate analytical testing related to workflow. 

• Multiple levels of assigned reviewers with workflow to route approvals to next auditor automatically. 

• Ability to create findings with one or more references that possesses different managers, dates, 

qualities, and classification. 

• The findings can be created outside of the auditing projects and be assigned in more than one 

manager. 

• Recording of finding in audit report. 

• Ability to customize the audit reports according to the organization needs. 

• Sharing of the audit report to the audited party, the hierarchy and management with the list of 

findings and referencing of the audit with multiple reporting templates. 

• The distribution of the audit report to the company can be undertaken automatically by the 

application without the need of sending email or through external systems. 

• Audit report distribution to business can be handled automatically by application without the need 

to email or send via external systems. 

• Ability to export audit files for review by 3rd parties such as external auditors or regulatory bodies. 

• Support agile audit methodologies. 

• Creation of hyperlinks in work documents, incorporating documents with data like MS   Word, MS 

Excel and PDF, that allow the auditors to verify findings or add notes. 

• Ability to restructure data (drag & drop) in an audit file. 

• Ability to work offline including documenting of test results, creating findings and signoff of work 

done, with the same look-and-feel as online. And when connected to the server, offline work can be 

synchronized/merged to the server version. 

• Support scalability. The Audit Management System must be a fully complete system with 

interconnected functionalities and capable of supporting 60 auditors with the ability to increase the 

number of users. 

 

Audit Finding Follow-up 



 
 

18 
 

• Ability of self-reported issues to the owners, to rate the risk and answer questions. 

• Finding statuses and workflow support standard concepts such as open/pending, overdue, validated 

and closed. Preference is to be able to name the states and configure the workflow. 

• Ability to select which audit finding fields can be hidden from business owners. 

• Reports and dashboards are available to see the status of not yet due, overdue, completed and 

closed audit findings. 

 

Management Reporting 

• Reports to highlight progress and trends in Audit Plans with filters available. Ability to view Audit 

Plan results by different structures. 

• Reports to highlight progress and trends for findings with filtering for status, organizational unit, 

properties, etc. Ability to view Findings by different structures. 

• Dashboards that measure progress and trends across data sets that include drill through capabilities. 

• Reports can be generated automatically according to schedule specified and emailed to selected 

users. 

 

Time Management 

• Allocated time per audits can be captured and analyzed. 

• Time tracking reads assignments from the schedule and/or audit file assignments.  

 

3. Technical requirements 

 

The supplier must respond to all technical requirements. The following, are the technical specifications 

required to be incorporated in the Audit Management System: 

• Ability to incorporate external solutions, such as, reporting solutions, ERP and / or other auditing 

tools. 

• Ability of incorporation of Microsoft Office products. 

• Support the feature Singe Sign On with Azure AAD. 
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• Multilingual adjustment of the Audit Management System based on location. Ability to use the tool 

with documents in Greek & English characters. 

• Users can be added, deactivated, or get notified without help from the IT department. 

• Support the feature of interconnection with third party business intelligence tools, such as PowerBI 

directly from the users Dashboard. 

• The solution to be based on SaaS service, without the need to install software in the computer of the 

end user. 

• Choice of developing of Internal Audit System on the cloud or on the premise server. 

• Availability (more information in the next paragraph) 

• Support the integration with existing applications  

 

Technical Offer 

The technical offer should include: 

1. Proof of Technical and Professional competence 

i) Evidence of work experience  

ii) Evidence for the staff provision 

iii) Evidence of the offered equipment  

iv) Evidence for the certifications 

2. Technical aspect of the offer 

i) Brief description of the bidder and its historical background, including the main sectors of the 

operational activities and the spectrum of its products and services. 

ii) Analytical technical description of the implementation of the Internal Audit System according to the 

technical and functional requirements. 

iii) All the necessary justifications and other technical aspects  

3. Sub suppliers/ subcontractors. 
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1 
This document is the Solution Design Standard that serves as the Architecture and Design framework for all 

technological solutions of PPC systems landscape. The following sections introduce the most important design 

principles and design patterns that all technological projects have to consider when new capabilities are being 

developed and incorporated into PPC landscape. 

 

 
 

 
 

2 
In the following high level diagram we depict the architecture vision of the IT / digital landscape for PPC in order 

to establish the general architecture perspective and terminology for the following sections. 

Who should read this document 

 
All design and delivery teams and their stakeholders (Business Partners, Business Analysts, developers, 

architects and solution designers) must comply and follow the described approaches and principles. 

How to read this document 

 
As a formal architectural standard the document expresses the enterprise strategic decisions and guidelines. 
The design principles that have been defined in the following sections are expressed using the must, should, 
could format in order to effectively express the enforcement level and importance. 

Clarifications on the bellow architecture principles can be provided by the Enterprise & Solutions Architecture 

Unit of the Digital Strategy and Architecture division. 
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SYSTEMS OF ENGAGEMENT (SOE) 

• Seamless omni customer interactions 

• Best of breed digital experience unconstrained from packages 

• Centralization of Omnichannel engines 

• Partners’ and industry integrators’ SDKs to build vertical Industry applications and deploy on the edge 

SYSTEMS DECOUPLING 

• Agility and stability of the Systems of Engagement (SoE) are decoupled from the Systems of Records (SoR) 

• Platforms for digital services hosting and facilitation of interaction / integration with other domains and 

systems 

SYSTEMS OF RECORD (SOR) 

• Data Mastership, BSS and OSS processes (CRM, ERP, Billing etc.) and other domain specific systems 

SYSTEMS OF INSIGHT (SOI) 

• Ingest data from system of Engagement and Record and 3rd Party systems 

• Data-driven decision-making, monetization and reporting 

SYSTEMS OF TRUST 

• Security, Authentication and Authorization and in close alignment with Identity & Access Management 

(IAM) 
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3 
The Design Phase of the complete Software Development Lifecycle (SDLC) of a project refers to all the necessary 

activities for the effective architecture creation and solution preparation. The main input of the Design Phase (or 

Service Design in ITOM) is the business requirements for the project, while the output of this activity is the design 

documentation expressed with the: 

- High Level Design (HLD): An initial representation of the solution architecture, capturing the main systems, 

data entities and interaction points 

- Low Level Design (LLD): a detailed documentation of the solution architecture including API specification, 

databased schemas, service models etc. 

 

 

 
The Solution Architecture and respective documentation must follow the bellow principles: 

• The design documents of a solution must cover the complete (E2E) solution meaning all 

systems/applications that take part for providing the intended business functionality. 

• Every solution must be properly documented following the provided HLD and LLD templates and the 

latest version of each document must be located at a central and shared sharepoint directory accessible 

by all project stakeholders. The Technical Project Manager of the project (along with his design support 

team: Solution Architect, BA, delivery team) is responsible for that document. 

• The solution design documentation should remain on that shared location even after the delivery of the 

project so an adequate technical documentation of all systems and their interactions exist even after the 

project lifecycle. 
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• The Solution Architecture must be represented by system architecture block diagrams and interaction 

sequence diagrams. The respective Solution Architect of each project working group would assist in 

creating these diagrams. 

• All Solution Diagrams (high level block diagrams, infrastructure diagrams, deployment diagrams etc.) 

should be maintained in PPC’s Architecture Library using the Lucidchart platform1. 

 
 
 

4 
 
 
 

4.1 API-FIRST 

PPC pursues an API-first strategy in all new solutions that translates to the following guidelines: 

• Public APIs: all digital capabilities/services exposed to the public must implement REST APIs over HTTPS. 

These APIs should be exposed to the internet through an API Gateway service. 

• Internal APIs: all systems/applications (custom build or of-the-shelf) that are part of a solution should 

expose APIs (ideally REST) for realizing the integration. 

• REST API specification: All REST-full APIs designed and build in PPC solution must be documented using 

the Open API specification (e.g. using the Swagger toolkit) 

• API Catalog: All developed service APIs should be listed in PPC’s API Catalog platform, to allow discovery 

and re-usablity. 

All APIs (new or existing, internal or external-facing) must be documented (in the appropriate format) within the 

design documents. 

 

 

4.2 
A modern, efficient and future-proof architecture requires high degree of re-usability and modularity in the overall 

system design. 

• Services contain and express agnostic logic and can be positioned as reusable enterprise resources. 

Every solution design should consider exposing its functionality as re-usable services/components. 

Avoid ivory tower design; keep reusable pieces focused and small, like Lego pieces. 

• Do not re-built/implemented existing capabilities. Ask the obvious questions like "has somebody else 

already written similar code?" 

• Continuously evolve shared assets as the business and technical landscape changes and make sure 

reusable assets are fully unit tested 

• Systems should be built from cohesive, loosely coupled components (modules) which means a system 

should be made up of different components that are united and work together in an efficient way and 

such components have a well-defined function. 

• Avoid monolithic implementations that combine multiple functionalities within a single 

deployed/managed module. 

 

1 Contact the Enterprise & Solutions Architecture Unit for information 
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• Every system and module in a solution must declare and document clearly the capabilities/functions 

they implement 

For the discovery of any existing capabilities and validation of modularity and re-usability of the designed solution 

the PPC's Enterprise & Solutions Architecture team should be contacted. 

 

4.3 
PPC pursues a Cloud-only strategy which assumes that all new systems and solutions that require 

hosting/deployment must be deployed on PPC’s Cloud infrastructure. Exception to this principles will be done only 

due to technical or regulatory constraints. 

The following guidelines are being documented in shaping a cloud-enabled solution: 

• SaaS is preferred for capabilities/functions of solutions that are not bound to high volumes of data 

transfer and does not raise any security risk. 

• For custom built or hosted integrated systems PaaS services/resources must be used. 

• Azure is the main Cloud-partnership of PPC but solution should utilize general purpose open 

standards/protocols rather Azure-native service offerings where and when possible. 

• The configuration of Cloud resources should be done via IaC and kept onto respective code repositories 

PPC’s Cloud Center of Excellence (CCoE) has the ownership of Cloud design and operation. That team is responsible 

for the design and engineering of the Cloud subscription blueprints and landing zones, including the networking 

and security controls. 

The solution architecture of the Cloud-native resources (e.g. PaaS) for a certain project is a joint-effort of CCoE, 

Solution Architect and Project Delivery Team (or Vendor). 

 
 

4.4 
A fundamental design principle of PPC’s solution design is the automation of all manual processes in an operational 

or business flow: 

• There should be no human intervention/dependency on a business flow unless there is a requirement 

for human approval or review (which cannot be automated using business logic or rule engines) 

• Automation of processes (business or operations) should be achieved through code and should follow 

the standard SDLC and DevSecOps principles. 

o Low Code automation: Simple automation procedures could be realized using RPA (virtual agent) 

or platforms like Power Automate that helps the process workflow creation 

o Code-based automation: business logic should be written to automate domain specific business 

operations (as per the next section). 

 
 

4.5 
The realization of digital transformation requires the implementation of domain specific logic as services/code that 

will facilitate automation and orchestration. We define as business logic any custom configuration or 

implementation of a business process that is not a unique or inherent part of a SoR domain (data or process). 
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The architecture vision for PPC introduces the Decoupling Layer as the logical decoupling between the 

engagement channels and the backend systems. Its also serves as the architecture layer for digital capabilities 

and business logic implementation (Digital Services, Orchestration Services, Shared capabilities) as well 

integration abstraction (Integration services) where appropriate. 

• All business logic implementation should be implemented as (micro) services or micro-sites on the 

decoupling layer exposing a well-defined API. 

• Custom business logic should not be realized/configured within Systems of Record (exception when a 

SoR is officially the master system of a domain function and business logic is realized through 

configuration of the system). 

 

 

 

 
The recommended technology for micro-services implementation is the use of Docker containerization following 

all the DevSecOps guidelines and best practices. The Docker images should be hosted on an Azure Image Registry 

and deployed onto the infrastructure my the CCoE. 

 
 

4.6 
Every Data Domain in a solution must be mastered by a single system. In a proposed solution: 

• All the data domains and data mastering systems must be clearly accounted and documented. 

o Data owners must be identified and registered for every new data domain, including any 

potentially new system of record/master system. The respective system owners must also be 

identified. 
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o Data of new data domains must be classified according to regulatory and compliance 

requirements as well as PPC data security policies. 

• New data domains and the respective data entities must be documented using E-R diagrams, business 

glossary and data dictionaries. 

• Data copies or secondary databases can exist in a solution when a relevant operational or design 

requirement requires it (e.g. performance, caching, fault tolerance etc.) 

o In such architecture an efficient data synchronization mechanism must exist that would keep the 

integrity and consistency of the data 

o The eventual consistency challenge should be considered in these scenarios 

• All master data systems must integrate with PPC Data Warehouse facilities (e.g. Data Lake) so the 

reporting is realized from a reliable and central system. 

o Near-real-time integration is always preferred. File exchange could be used only as a last resort. 

o Data integration mechanism and responsibility is subject to the respective project scope. 

• Every solution could have built-in reporting capabilities for operational reasons, using the operational 

databases 

o In case external reporting tools are required, then PPC’s available toolset should be used. 

o Such capabilities do not eliminate the requirement for integration with PPC Data Warehouse. 

 
 

4.7 
4.7.1 

The Customer Identity & Access Management capability allows for the effective central access control supporting 

authentication, authorization of all customer facing applications and systems of PPC. 

All PPC client applications (e.g. self-care, web etc.) must integrate with PPC’s CIAM platform so much to implement 

User Registration and Management flows as well as for the operational AuthN/AuthZ function. You should refer to 

the Enterprise Architecture Unit and the respective system owner for designing the appropriate integration with 

that system. 

 

 
4.7.2 

All IT systems supporting internal operations (admin, back-office, intranet etc.) must be integrated with PPC’s 

Azure AD and provide a policy-based SSO experience. Azure AD is the internal IAM for PPC and all Systems of 

Record or any other system that requires AuthN/Z for PPC employees must use that service. 
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The recommended Azure AD integration for all employees related solutions is AOuth2.0 as its presented here. 
 

 

4.7.3 
For system-to-system API invocation a service account must be used (on the target system). To identify a service 

that sends requests to your API, you use that service account. The calling service uses the service account's private 

key to sign a secure JSON Web Token (JWT) and sends the signed JWT in the request to your API. 

All keys and secrets, for the secure access and consumption of services, must be stored in a respective Key Vault. 

The Azure Key Vault is the recommended service for handling such credentials. 

To implement service-to-service authentication in your API and calling service: 

• Create a service account and key for the calling service to use. 

• Add support for authentication in the OpenAPI document for your exposed service. 

• Add code to the calling service that: 

o Creates a JWT and signs it with the service account's private key. 

o Sends the signed JWT in a request to the API. 
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4.8 
As the complexity of Information Systems evolves the integration requirements of backend systems and services 

grow. Find in the bellow sections the design principles for each integration use case. 

4.8.1 
Bellow we list the different types of integration patterns and the recommended architecture and technological 

approach. In all scenarios, the integration endpoints should utilize Fully Qualified Domain Names (FQDNs) and not 

IP addresses. 

Systems sync - Data Consistency: Keeping system of record in sync by moving data elements around. 

• All SoR-SoR communication for data consistency/synchronization purposes should be performed through 

the ESB 

Multistep process: a business process that requires a series of steps. 

• Complex multi-step processes that need orchestration could be implemented with BPMN through the ESB 

• Legacy SoRs should expose their interfaces to the Decoupling layer using the ESB (and its available 

adapters) 

Composite services: Expose simplified services/APIs for complex composite processes. 

• All external-facing APIs (towards the Digital Channels) that implement digital, shared or orchestration 

capabilities must be implemented as μServices at the Decoupling Layer. The rational here is that such 

services contain business logic (in the form of content or data handling, process orchestration etc.) that 

has to be coded/developed and exposed through proper APIs. 

Asynchronous operation: Transactions/operations that do not require synchronous response 

• Business events/flows that do not require realtime transactional operation should publish 

messages/events onto the Event Broker in order for any consumer system to get notified automatically. 

• This category includes also data stream operations that could replace batch file transfer-based 

interactions. 
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4.8.2 
Systems that are not managed or owned by PPC and are considered 3rd party (e.g. Platforms or SaaS) should 

integrate following the bellow approaches: 

Inbound traffic: interaction of 3rd party systems towards PPC systems/services 

• External systems should reach PPC systems by invoking public-facing services/APIs exposed at the 

Decoupling Layer. SoRs must not be directly exposed to 3rd party systems. Security controls will be in place 

to limit and secure the access: 

o IP Whitelisting of the source system 

o Encryption in transit through HTTPS protocol on port 443 

o Usage of the API Gateway services on PPC side 

o Usage of WAF on the exposed APIs 

o Authentication and authorization of the integration using API token and/or relevant technology 

• For inbound data-intensive integration the architecture pattern of public-facing Data Stream (via a 

relevant Event Bus) or Managed File Transfer should be used. 

• SaaS 3rd party platforms or SoRs that maintain a modern, public, REST-full API do not require to 

implement an ESB integration 

Outbound traffic: interaction of PPC systems/services towards 3rd party systems 

• Communication towards 3rd party systems must by achieved via APIs and through the standard HTTPS 

protocol and 443 port. 

• For data-intensive integrations the architecture pattern of Managed File Transfer should be used 

• SaaS 3rd party platforms or SoRs that maintain a modern, public, REST-full API do not require to 

implement an ESB integration 

 
4.9 

An inherent part of each solution is the monitoring and logging capabilities. Every solution design must consider and 

document the following categories: 

• Infrastructure monitoring: every infrastructure resource that is part of a solution must be monitored in 

terms of status/health and performance with individual KPIs (such as CPU & memory utilization. Network 

throughput etc.) 

• Platforms & services monitoring: implemented services and PaaS offerings must be monitored in terms of 

uptime and health. All customer-facing services/APIs as well as internal business critical services must 

implement Status Pages to track the uptime of their offerings. 

• Application performance monitoring (APM): Every solution should define the business KPIs and metrics 

that capture the system/solution performance. These metrics should be reported to the central APM 

platform or to Azure’s native monitoring service (AppInsight) 

• Systems logging: Every solution implementation should log errors or other technical operational issues to a 

central logging infrastructure. Platforms like Elastic could be used or utilize Azure’s native services. 

Every solution design should consider and document the above in a clear application responsibility matrix (which 

system is used in each observability category). 
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Identifier Control Description 

1 
User access to the System must be controlled by a secure login procedure that authenticates 
user's identity. 

2 Role Based User Access to the System must be supported. (e.g. Administrator, Simple User, etc.). 

3 The System must provide Single-Sign On capabilities for user access. 

4 
The System must provide multi-factor authentication at least for users with privileged access 
rights. 

5 
A security solution must be in place and enabled to detect and prevent distributed denial-of-
service (DDoS) attacks. 

6 PPC's Azure Active Directory must be utilized to manage user access to the System. 

7 
A WAF must be in place and enabled to detect and prevent cyber security attacks in application 
level. 

8 
The System must fail securely, and not reveal any sensitive or application configuration 
information in error messages - for example a generic message should be shown when an 
unexpected or security error occurs in production environment. 

9 
Data in transit must be encrypted (e.g. TLS v1.2 and above) and must not fall back to insecure or 
unencrypted protocols. 

10 Encryption must be configured for data at rest. 

11 
The Vendor must make potential security incident information available to PPC immediately 
(without undue delay) through secure electronic methods. 

12 
The Vendor must have the capability to identify and analyze early information regarding 
vulnerabilities, threats and the means to mitigate against them. 

13 

The Vendor must make available to PPC all information necessary to demonstrate an adequate 
level of information security posture. In deciding on a review or audit, PPC may take into account 
relevant certifications held by the Vendor. PPC may choose to conduct the audit by itself or 
mandate an independent auditor. 

15 
Authentication & session parameters for the System must be customizable, that includes but not 
limited to session timeout, account lockouts. 

16 
Application, frameworks and system components must have all patches installed for version in 
use. Components announced EOL or EOS must not be installed. 

17 
The System must provide functionality that supports industry standards for secure integrations 
with other systems / applications through APIs / Web Services etc. 

18 
The Vendor must be responsible for the software update/upgrade of the application (e.g. new 
version, mitigate bug fixes/vulnerabilities). 

19 
Security and audit logs for the System must be available (e.g. user successful and unsuccessful 
login attempts, grand/revoke user roles, application changes). 

20 
Access to security and audit log files must be controlled and only given to those individuals who 
have been specifically authorized (system admin, security admin, etc.). Log files must be protected 
from modification and deletion. 

21 
The Vendor must be responsible to continuously monitor and record all events and alert on 
suspicious activity, within the application/environment, without undue delay. 

22 
The Vendor must provide services from Cloud Data Centers/ Cloud Providers placed/operating 
within the EU or have been declared adequate from the European Commission. 

23 
The Vendor must provide services from Cloud Data Centers/ Cloud Providers that comply with the 
requirements of the ISO 27001 international standard. 
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