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1.

Secure Managed External USB Storage Device : Hardware Requirements

e ae . Compliance Reference
ID Specification/Requirement e Answer in offer
Encrypted Maonaged External USB Storage
Devices:
- 170 USB stick drives : 64GB
1 |- 20HDDdrives:2TB YES
- 10 Standalone USB stick drives with
Keypad and Standalone capability :
16GB
Password is required to access data on
2 | encrypted Managed External USB Storage YES
Device
3 Password & encryption cannot be disable VES
(Enabled by default)
4 INTERFACE- USB 3.2 GEN 1Backward VES
compatible with USB 2.0 & 1.1
CRYPTOGRAPHIC PROCESS - FIPS 197 VES
5 | Certified AES 256-bit
Hardware XTS mode
6 AVAILABLE CAPACITIES - (8GB, 16GB, 32Gb, VES
64GB & 128GB)
STANDARDS AND CERTIFICATION - FIPS
v 140-2 Level 3, CSPN-2022/07, TAA VES
Compliant, FCC, CE, VCCI & KC, RoHS &
WEEE
8 SUPPORTS - Vendor ID & Product ID VES
(VID/PID) numbers
9 | SUPPORTS - Read-Only Mode YES
10 | SUPPORTS - IEC 60529 IPX8 YES
1 | SUPPORTS - Failed password attempts YES
12 | SUPPORTS - On Board Anti-malware YES
SYSTEM COMPATIBILITY - Windows® 10, 8.1,
13 8,7 (SP1), Mac OS X v.10.9.x -10.13.x, Linux VES
v2.6+2, Citrix Ready (XenDesktop, XenApp
compatible)
DEVICE - Must be supported by
14 | management platform (refer to Software YES
Management Console Specifications)
DEVICE - Some devices must have keypad
15 and must support partition unlocking prior VES
to the connection with the endpoint and
the management console
16 | WARRANTY - Minimum 3 years YES




